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 This presentation contains "forward-looking statements" within the 
meaning of the "safe harbor" provisions of the Private Securities 
Litigation Reform Act of 1995, including but not limited to, statements 
regarding our financial outlook, business strategy and plans, market 
trends and market size, opportunities and positioning. These 
forward-looking statements are based on current expectations, 
estimates, forecasts and projections. Words such as "expect," 
"anticipate," "should," "believe," "hope," "target," "project," "goals," 
"estimate," "potential," "predict," "may," "will," "might," "could," "intend," 
"shall" and variations of these terms and similar expressions are 
intended to identify these forward-looking statements, although not all 
forward-looking statements contain these identifying words. 
Forward-looking statements are subject to a number of risks and 
uncertainties, many of which involve factors or circumstances that are 
beyond our control. For example, global economic conditions have in 
the past and could in the future reduce demand for our products; we 
and our third-party service providers have in the past and could in the 
future experience cybersecurity incidents; we may be unable to 
manage or sustain the level of growth that our business has 
experienced in prior periods; our financial resources may not be 
sufficient to maintain or improve our competitive position; we may be 
unable to attract new customers, or retain or sell additional products to 
existing customers;

customer growth has slowed in recent periods and could continue to 
decelerate in the future; we could experience interruptions or 
performance problems associated with our technology, including a 
service outage; we and our third-party service providers have failed, or 
were perceived as having failed, to fully comply with various privacy and 
security provisions to which we are subject, and similar incidents could 
occur in the future; we may not achieve expected synergies and 
efficiencies of operations from recent acquisitions or business 
combinations, and we may not be able to successfully integrate the 
companies we acquire; and we may not be able to pay off our 
convertible senior notes when due. Further information on potential 
factors that could affect our financial results is included in our most 
recent Quarterly Report on Form 10-Q and our other filings with the 
Securities and Exchange Commission. The forward-looking statements 
included in this presentation represent our views only as of the date of 
this presentation and we assume no obligation and do not intend to 
update these forward-looking statements.

Any products, features or functionality referenced in this presentation 
that are not currently generally available may not be delivered on time 
or at all. Product roadmaps do not represent a commitment, obligation 
or promise to deliver any product, feature or functionality, and you 
should not rely on them to make your purchase decisions.

Safe harbor



Access Control?
Can this user do that action?
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An access control method 
decides whether an action 
is allowed or not
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Fine-grained
Access control
Take back control!
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Coarse
grained
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Access control decisions 
are made based on 
resource type
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An editor can edit 
all blog-posts
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An admin can delete 
all blog-posts
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Fine
grained
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Access control decisions 
are made for a specific 
resource or situation
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An owner of a post can 
delete their own post

Example
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A member of an 
organization can view all 
files belonging to that 
organization

Example
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An employee can access 
the CRM during office 
hours

Example
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Coarse
grained
Smaller applications
No user-generated content

Fine
grained
User-generated content
Multi tenant applications
Sharing resources
Sensitive data
Contextual or environmental 
decisions
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Role-based
Access control
Roles and permissions define access
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Decisions are based on 
permissions assigned to a 
user via roles
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Roles

Guest

Admin

Editor
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Permissions

View

Create

Edit

Delete
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Auth0 
Roles and permissions
RBAC straight out of the box
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Manage roles for your users in the user 
management section of the dashboard
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Manage roles for your users in the user 
management section of the dashboard
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Manage permissions for your APIs
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Manage permissions for your APIs
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Add permissions to the access tokens 
issued by Auth0
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Add permissions to the ID token trough 
Auth0 actions
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Watch out for token bloat!

Paradigm 
shift



Attribute-based
Access control
Different kinds of attributes 
influence the decision
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Decisions are based on 
attributes related to the 
action being evaluated
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Attributes

User

Environment

Resource

Action
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User
Role

Organization

Security clearance
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Environment

Time of day

Location of data

Code-freeze

Current threat level
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Resource
Creation date

Owner

Data Sensitivity
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Action
Read

Write

Delete
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Policy-based
Access control
Combine attributes 
in policies
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Declare scenarios with 
attributes in one or more 
policy
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A policy engine will 
evaluate access control 
decisions

Paradigm 
shift



Example

An accountant can upload 
an invoice, if it is during 
their working hours.
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Example

An accountant can upload 
an invoice, if it is during 
their working hours.
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Example

An accountant can upload 
an invoice, if it is during 
their working hours.
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Example

Any engineer can write to 
any file, when we are not 
having a code freeze.
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Example

Any engineer can write to 
any file, when we are not 
having a code freeze.
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Example

Any engineer can write to 
any file, when we are not 
having a code freeze.
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ABAC is often used for 
managing infrastructure 
access
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Scenarios where decisions 
are made on a limited set 
of data, the attributes
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Open Policy Agent
Open-source policy engine
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OPA



OPA is a decision-engine 
that provides a way of 
declaratively writing 
policies as code. 
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It uses these policies as 
part of a decision-making 
process.

Paradigm 
shift



Your
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or
 application

Open
Policy 
Agent

Policy
Rego

Data
JSON

Paradigm 
shift



Example

Block request coming from 
an origin on our block-list.
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A policy written in the Rego language 
used by OPA

deny[reason] {
    disallowedOrigins := ["blocked.com","malicious.com"]

    some input.request.origin in disallowedOrigins
    reason := sprintf("origin %s has been blocked", [input.request.origin])
}
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Server
Open
Policy 
Agent

Policy
Rego

Data
JSON

request.origin in 
disallowedOrigins

disallowedOrigins : [...]

{
  origin: “blocked.com”
}

⛔ 
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ABAC isn’t optimized for 
large amounts of data 
that’s continually 
changing. 
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Relationship-based
Access control
Look for relationships between 
resources
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Access control decisions 
are based on relationships 
between a consumer and 
a resource
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A consumer can be a user, 
group, folder, another 
resource…
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Example

Sam is the owner of this 
slidedeck
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Example

Sam is the owner of this 
slidedeck
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Example

Sam is the owner of this 
slidedeck
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There are direct and 
indirect relationships.
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Direct relationships are 
explicitly defined
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Indirect relationships are 
derived from the direct 
relationships
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Example

Sam is a member of Auth0, 
and can therefor view all 
slide decks in our 
organisation.
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Example

Sam is indirectly related to 
this slide deck.
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OpenFGA
An open-source ReBAC solution, a 
CNCF sandbox project 
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OpenFGA is a 
decision-engine that 
makes decisions based on 
an authorization model in 
combination with tuples 
saved in a database. 
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These tuples are the direct 
relationships.
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Your
 application OpenFGA

Authorization 
model

Database 
with tuples
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Check if a user can view a 
GitHub repository

Example
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Relation



An OpenFGA authorization model and 
tuple

type user
type repository
  relations
    define owner: [user]
    define viewer: [user] or owner
    define can_view: viewer or owner

{
  user: "user:sam",
  relation: "owner",
  object: "repository:fga-demo"
}
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Your
 application

OpenFGA

Authorization 
model

Database 
with tuples

…
define can_view: viewer
…

{
  user: "user:sam",
  relation: "owner",
  object: "repository:..."
}

{
  user: "user:sam",
  relation: "can_view",
  object: "repository:..."
}

✅
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Check if a user 
can commit to a GitHub 
repository

Example

Paradigm 
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Relation



An OpenFGA authorization model

type user

type organization
  relations
    define member: [user]
    define repo_writer: [user] or member

type repository
  relations
    define owner: [organization]
    define can_commit: repo_writer from owner
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OpenFGA tuples

{
  user: "user:sam",
  relation: "member",
  object: "organization:okta"
},{
  user: "organization:okta",
  relation: "owner",
  object: "repository:fga-demo"
}
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Your
 application

OpenFGA

Authorization 
model

Database 
with tuples

…
define can_commit: 
   repo_writer from owner
…

{
  user: "user:sam",
  relation: "member",
  object: "organization:okta"
},{
  user: "organization:okta",
  relation: "owner",
  object: "repository:fga-demo"
}

{
  user: "user:sam",
  relation: "can_commit",
  object: "repository:..."
}

✅
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Retrieval-augmented 
generation (RAG): Retrieve 
financial documents 
assigned to a user

Example
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Relation



An OpenFGA authorization model

type user

type document
  relations
    define owner: [user]
    define can_view: [user] or owner
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OpenFGA tuples

{
  user: "user:sam",
  relation: "owner",
  object: "document:paycheck-jan-2024-sam"
},{
  user: "user:hr-rudy",
  relation: "can_view",
  object: "document:paycheck-jan-2024-sam"
},{
  user: "user:jane",
  relation: "owner",
  object: "document:paycheck-jan-2024-jane"
},{
  user: "user:hr-rudy",
  relation: "can_view",
  object: "document:paycheck-jan-2024-jane"
}
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LLM

Question
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RAG 
Retriever

Vector store

OpenFGA

FGA Retriever

How much $ did 
Sam make in 
january?

Load relevant 
paychecks

Filter documents 
the user can 

view

Sam made x.x $ 
in January

1
2

4

3



Okta FGA
A managed OpenFGA service
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ReBAC is a great solution 
for applications that deal 
with user-generated 
content, that is constantly 
changing
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(de)centralized 
access control
Where should your authorization 
decisions be made?
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Modern ABAC and ReBAC 
solutions have a decision 
engine that centralizes 
decisions from your 
applications
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This is useful for audits!
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All applications will use the 
same decisions
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Hybrid*
access control
Modern tools can support multiple 
paradigms
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Some access control 
solutions have support for 
multiple methods, working 
around limitations inherent 
to their original strategy
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ABAC does not work well 
with dynamic data
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Limitation



Paradigm 
shift

OPAL adds an 
administration layer to 
OPA, to keep policies and  
data in sync across agents
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TOPAZ brings “real-time, 
policy based access 
control for applications 
and APIs” to OPA 



ReBAC does not take 
context or environment  
into consideration
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OpenFGA has ABAC 
support through 
contextual tuples and 
conditions



Standards?
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Available authorization standards



XACML, extensible access 
control markup language
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XACML, extensible access 
control markup language
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Paradigm 
shift

AuthZEN provide standard 
mechanisms to 
communicate 
authorization related 
information from different 
entities
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AuthZEN is currently a first 
implementers draft at the 
OpenID Foundation.



AuthZEN evaluation payload

{
  "subject": {
    "type": "user",
    "id": "sam",
  },
  "action": {
    "name": "can_view",
  },
  "resource": {
    "type": "document",
    "id": "paycheck-jan-2024-sam",
  },
  "context": {
    ...
  }
}
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AuthZEN evaluation response

{
  "decision": true
}
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AuthZEN evaluation response

{
  "decision": false,
  "context": {
    "id": "0",
    "reason_admin": {
      "en": "No relation between user and object"
    },
    "reason_user": {
      "en-403": "Not allowed. Contact your administrator",
      "it-403": "Non consentito. Contatta l'amministratore"
    }
  }
}
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AuthZEN evaluation payload for 
OpenFGA

{
  "subject": {
    "type": "user",
    "id": "sam",
  },
  "action": {
    "name": "can_view",
  },
  "resource": {
    "type": "document",
    "id": "paycheck-jan-2024-sam",
  },
  "context": {
    ...
  }
}
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AuthZEN evaluation payload for OPA

{
  "subject": {
    "type": "user",
    "id": "sam",
  },
  "action": {
    "name": "can_view",
  },
  "resource": {
    "type": "document",
    "id": "paycheck-jan-2024-sam",
  },
  "context": {
    ...
  }
}

Paradigm 
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User attribute

Resource attribute



Let’s recap
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TL;DR



There are different access 
control strategies, they all 
have their purpose!
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Paradigm 
shift

RBAC is good for 
applications that don’t let 
their users generate 
content.
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ABAC is great for 
fine-grained control based 
on a limited set of 
attributes.
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ReBAC can evaluate a 
large database of direct 
relationships, and deduct 
indirect ones from this 
dataset.
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This is perfect for complex 
applications with an ever 
changing set of data that 
influences the access 
control decision.



Sam Bellen
Principal developer advocate at Auth0
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@sambego
sambego.tech



Feedback
a0.to/jfokus-sam
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Learn more
a0.to/fga-event
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Thank you!
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